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Rejection of Delhi Interpol Red Corner

Prelims: Current events of

national and international importance.

Mains GS II: Effect of

policies and politics of developed and developing countries on India’s

interests, Indian diaspora.GS  III: Role of external state and non-state

actors in creating challenges to internal security.

Why in the news?

The ongoing story

 Interpol has cancelled the 2nd request of India for issuing a  Red corner notice on terror change 
against the Sikh for Justice (SFJ)a Canada-based founder and legal advisor for pro-Khalisthan setup, 
stating that authorities of India were unable to provide the required information to support their 
case.

What is Interpol?

 Its stands for International Criminal Police Organization

 They are an inter-governmental organization.

 They have 195 member countries, and they help police in all of them to work together to make the 
world a safer place. Interpol is the world’s biggest international police organization.

 It was established in 1923.

 The objective of Interpol is to provide international police cooperation even between those coun-
tries where diplomatic relations are not present.

Who is the ‘Sikhs for Justice (SFJ)’ group?

 Sikhs for Justice (SFJ) is an organization, formed in 2007.
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 It is based in the United States

 This group is seeking a “Khalistan” homeland from Sikhs  

  A law graduate from Punjab University, now an attorney at law in the US, is considered the face of 
SFJ . his name is Gurpatwant Singh Pannun, he is also the legal advisor of the organization.

 He had  launched the secessionist Sikh Referendum 2020 campaign, which was eventually discon-
tinued later

 It was claimed in ‘Referendum 2020’  they wanted “liberate Punjab from Indian occupation”.

 Gurpatwant Singh Pannun was one of the 9 individuals designated as “terrorists” by the Union Min-
istry of Home Affairs in July 2020.

  Under the UAPA Act, the Sikh association is an unlawful association

UAPA Act

 UAPA act stands for Unlawful activity prevention act

 It was passed in 1967.

 The objective of this act is to provide effective prevention from unlawful activities executed by the 
associations in India.

 Unlawful activity implies any action taken by an association or individual intending to create havoc 
in the territorial integrity and sovereignty of India.

 The Act assigns absolute power to the central government, by way of which if the Centre deems an 
activity as unlawful then it may, by way of an Of icial Gazette, declare it so.

 This act has given the central government absolute power, by which the centre can count action as 
unlawful, then it can be declared so by an of icial Gazette.

 It has the authority to give the death penalty and lifetime imprisonment has the highest punish-
ment.

 Under this Act, both National and international guilty can be charged. If the crime has been com-
mitted in a foreign land, it will be applicable to the offender in the same manner, which will be ap-
plicable to the offender in the country  

What is the history of the Khalistan movement?

 The partition of India in 1947, was not a joyful event for the nations, especially for Sikhs as they lost 
there their traditional land.

 In 1955, the Akali Dal -a Sikh dominated political party, initiated a movement by the name of the 
Punjabi Suba Movement.

 Through the movement of the Punjab Suba, they seek re-organisation of Punjab along linguist line, 
seeking division of the state into Punjabi and non-Punjabi speaking regions

 However, the division turned into a communal riot, with Sikh voting for Punjabi as their mother –
tongue and Hindus voting for Hindi as their mother tongue.



3
www.plutusias.com

 The demand for a separate statehood by the Akali dal was rejected by the State organization com-
mission.

 As a consequence of this movement, Punjab got divided into three states namely, Punjab, Haryana 
and Himachal Pradesh

 The Khalistan dispute was created because of the disputes between Chandigarh and the water 
sharing of Ravi- and bias between the two states.

The course of the Khalistan Movement

 The movement’s main objective is to form an independent state for Sikh people.

 The idea of Khalistan came to the light in the 1940s, but remained idle however was revived by an 
NRI seeking a separate homeland for Sikhs.

 the movement emerged in the early 1980s, as a large separatist movement, encouraged mostly by 
the bias of the Indian Government against Punjab in the case of Chandigarh and also the sharing of 
Ravi-Beas waters.

 There was an intense political con lict between Congress Party and the Akali Dal at that time peri-
od, Akali Dal was slowly gaining ground as the political representative of the Sikh community.

 The leadership of the congress party of that time tried to divide the Akalis by propping up diverse 
groups of people within the Akali Dal.

 Jarnail Singh Bhindranwale, the most known name directed Khalistan as an extremist movement, 
at irst he was used as a pawn by the congress party leadership to counter Akali Dal but later he was 
in luenced by the Khalistan ideology and turned against the Indian government.

 Under the shadow of Pakistan, ‘the movement was fed on arms who were looking for revenge for 
the creation of Bangladesh.

 Bhindranwale come out as the extremist voice of Sikhs, over-ruling the moderate voices of leaders 
declared himself as the protector and arbiter of Sikh rights and acquired arms.

 Demands for separate nation-hood for Punjab were carried out through violent protests and inno-
cent as well as famous congress leaders of the nation like our PM Indira Gandhi   

The recent status 

 The  recent status of the Khalistan Movement

 Raising lags of imaginary Khalistan were put up on the gate of the housing complexes, and slogans 
were scribbled on the walls.

 June 6  is announced as Khalistan’s “referendum day” made the State police seal the border.

 A U.S.-based Khalistani separatist named Gurpatwant Singh Pannun has been charged in Himachal 
Pradesh under the Unlawful Activities Prevention Act (UAPA).

 On the very same day, the police in Punjab stated they had to stop a terror attack after arresting two 
men, considered to be  Khalistani sympathisers, with explosives. 

How this movement affected Indo-Canadian relationships?
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 International Sikh Youth Federation (ISYF)has been declared a terrorist setup and put banned 
on it, under the Unlawful Activities (Prevention) Act in 2001 by India .

 The organization is also banned in Canada, the United Kingdom and the USA, which have sizeable 
Sikh populations.

Farhin
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Uncertainty in climate

Prelims: common problems on Environmental ecology, Biodiversity and Climate Change

Mains GS III  Indian Economy and issues relating to planning, mobilization, resources, growth, devel-
opment and employment.

Context 

What is climate change?

 Climate Change is a cyclic change of the climate of Earth that comes out as a consequence of chang-
es in the atmosphere along with in luencing the atmosphere and many other geologic, chemical, 
biological, and geological factors in the earth system.

 Generally, climate change refers particularly to the rise in global temperatures from the mid-20th 
century to the present.

 The rate of change in the climate depends on the nature of very common factors. These changes 
may be gradual or rapid, partly or drastic, short-term or long-term, regional local or global scales.

Climate change-causing factors?

There are many reasons that affect the Climate Change

Natural Factors:

There are many natural factors that are affecting climate, since the formation of the earth. They are as 
follows

Continental Drift:

 In the current situation, the continents are not the same as they used to be 200 million years ago.

 This movement of land masses had an impact on climate change because the change in land mass 
started to drift apart because of plate displacement. It has an impact on the change of climate as the 
physical features of the landmasses have changed, the position in water bodies has been changing, 
and the effect of oceanic currents and winds has changed.

 This continental drifting of the landmasses is still in process. The Himalayan range is rising by 1 
mm (approximately)every year as the Indian landmass is moving towards the Asian landmass.
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Variation of Orbit of Earth:

 The orbit of the earth put an impact on the seasonal disturbance done by sunlight which  is reach-
ing the surface of the earth

 There are minor  changes occur to the annually averaged sunshine, but there can be a huge change 
in the geographical and seasonal distribution

 The three types of orbital rotation  – are variations in the Earth’s eccentricity, variations in the tilt 
angle of the Earth’s axis of rotation and precession of the Earth’s axis.

Plate tectonics:

 The temperature change in the core of the earth leads to the mantle plumes and the convection 
current forcing the plates of the Earth to adjust leading to the rearrangement of the Earth’s Plate.

 This can easily affect the global and local patterns of climate and atmosphere.

 Volcanic Activity:

 During a volcanic eruption, it emits gasses and dust particles, resulting in a blockage in the Sunrays, 
this can result in a partial block of sun rays, and it can lead to cooling of the weather.

 However, volcanic activities remain only for a few days, and the gasses and ashes released by it can 
last for a long period, leading to affecting climate patterns.

Ocean Currents:

 It is one of the very important natural reasons for the climate system.

 It in luenced the horizontal winds resulting in the movement of the water against the sea surface.

 The temperature differences of the water in luence the climate of the region.

 Human causes :

 Studies have stated that climate change is caused by human activities.

 Global warming, which has raised the average temperature of the Earth’s climate system, is a major 
aspect of climate change.

  It is the primarily human-caused increase in global surface temperature.

 The human factors causing climate change are as follows:

Greenhouse Gasses:

 The greenhouse gases absorb the heat radiations from the sun, the industrial revolutions, and the 
emissions of greenhouse gasses in the atmosphere have increased rapidly.

 Which resulted in an increase in Global Temperature.

 Change in the land use pattern:

 During the industrial era, half of the land use patterns have been changed
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 Most of the forest areas were deforested for agricultural or grazing purposes.

Atmospheric aerosols:

Atmospheric aerosol can:

 The aerosol  in the atmosphere can

 scatter and absorb the solar and cosmic radiation

 it can alter the microphysical and chemical properties of the clouds

 When Solar radiation is scattered, it cools the planet, however, when the aerosols absorb solar ra-
diation, consequently it can increase the temperature of the air instead of allowing the sunlight to 
be absorbed by the Earth’s surface.

 It has the capability to in luence climate change by absorbing or re lecting solar radiation. They can 
also produce indirect effects by altering the cloud’s formation and properties.

 There are two types of aerosols – Natural aerosols and Anthropogenic aerosols.

The effect of climate change

  The change in the climate in recent days like the rainfall pattern, increasing floods, drought, 
heatwaves, etc are the consequence of Global warming.  The oceans and glaciers have experienced 
significant changes. At present, the oceanic water is warming up and becoming more acidic. These 
major changes are expected to be more prominent in the coming decades,

A few of the  impacts of rapid climate change are :

 A rise in atmospheric temperature:

 Human activity is the main reason behind the temperature rise in the atmosphere due to an in-
crease in greenhouse gasses.

 The temperature increase is a primary cause of the current increase in heat-related deaths and 
illnesses, the rise in sea levels and increased risks of natural disasters.

Change in landscapes:

 Temperature increases and weather patterns and climatic changes across the globe are resulting in 
the shift of trees and plants towards Polar Regions and mountains.

 As vegetation tries to adjust to changes in climate by shifting to the colder regions, it becomes nec-
essary for the animals that feed on them to follow them for survival.

  The species like polar bears, who are indigenous to the cold terrains will not have any habitat due 
to the melting of ice, causing a risk to their lives

The danger to the ecosystem :

 The increasing temperature of the earth is resulting in changes in weather and vegetation patterns, 
also forcing the species to migrate to cooler areas for survival. Which puts a threat to the survival 
of many species.
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Rising sea levels:

 The temperature increase across the globe results in the rising of sea level because of thermal ex-
pansion. The glacier melting adds to this issue.

 The living creatures living in under-lying areas, islands and coasts are threatened by the rising sea 
levels.

Ocean Acidi ication:

 The increasing concentration of CO2 in the oceanic atmosphere has made the ocean acidic

 The increasing amount of acids in the oceans can be harmful to many marine species like plankton, 
molluscs, etc. The corals are particularly at risk of it, as they ind it dif icult to create and maintain 
the skeletal structures needed for their survival.

Health issues:

 The abnormal high temperature on the earth can pose health risks and deaths.

 Climate change can increase the spreading of contagious diseases as the long-term warm weather 
allows disease-carrying insects, animals and microbes to survive longer.

Economic impacts:

 Studies have stated that if action is not taken to address the emission of carbon, the climate  could 
cost up to 5 to 20 % of the annual global GDP

 On the contrary, the cost to lessen the most damaging effects of climate change is just 1% of the 
GDP.

 Coral reefs generate approximately $375 billion each year in goods and services, but their very 
survival is currently under threat.

 Agriculture productivity and food security:

 Crop cultivation is relying on solar radiation, favourable temperature and precipitation.

 Therefore, agriculture relies on climate patterns.

 The present climate change has in luenced agricultural productivity, food supply and food security.

 How climate change is affecting India

 It was declared by the Indian Meteorological Department (IMD), March 2022 was the hottest month 
since record-keeping began 122 years ago.

 India encountered around 300 forest ires around the month of April 2022.

 It also indicated some expectations about future heat waves in the subcontinent.

 Extreme Weather and Its Impact:

 These weather events are those that were once expected to occur once in 100 years and are now 30 
times more likely than before.
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 In addition to this, March 2022 was recorded as one of the driest months, and the 2022 April’s rain-
fall was way less than normal in north India’s crop-growing regions.

 In some parts of Kerala, unseasonal rains forced cultivators to paddle through watery ields to har-
vest paddy consequently in low-quality crops.

Overseas Sales Ban:

 The extreme rainfall along with the extreme heat in luenced  the growth of wheat in the grain bas-
ket of India, i.e, Punjab, Haryana and western Rajasthan and Uttar Pradesh

What is winter disin lation?

 The price of vegetables falls in December to February period, popularly known as winter disin la-
tion, which gives an implicit indication to the central bank not to get carried away by the price rise  
in prices of vegetables in the summers 

Farhin
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How Direct Bene it Transfer scheme has transformed 
social welfare in India

CONTEXT 

Last week, India got global laurel when the IMF appreciated the Direct Bene it (DBT) Scheme of the 
Government of India and called it a ‘logistical marvel’. David Malpass, President of the World Bank 
Group, also gave a call to other countries to adopt India’s move of targeted cash transfer instead of 
broad subsidies stating that “India managed to provide food or cash support to a remarkable 85 per-
cent of rural households and 69 percent of urban households”.

WHAT IS THE DIRECT BENEFIT TRANSFER (DBT) SCHEME

 The DBT scheme was introduced in 2013 to improve the Government’s delivery system in welfare schemes 
by making the low of funds and information faster, and more secure and reducing leakages. 

 It transfers subsidies and cash bene its directly to the people through their Aadhar-seeded bank accounts 
instead of transferring them to the Government of ices.

 Aadhar serves as the backbone of the scheme though it is not mandatory for the scheme

 It operates in two ways- cash transfer or in-kind transfer.

 In the in-kind transfers, bene its are given by the Government to individuals through an intermediate agen-
cy that procures the goods for public distribution and makes them available to the bene iciary for free or at 
subsidized rates. The biggest example of this is the Public Distribution System (PDS)

 The other way is cash transfers. Under this, cash bene its are transferred by the Government to individual 
bene iciaries. Examples of cash transfers include the PAHAL scheme wherein subsidized lique ied petro-
leum gas (LPG) cylinders are sold at market rates to the consumers who receive LPG subsidies directly into 
their bank accounts. Another case of cash transfer is the MGNREGA scheme.

 The Of ice of the Controller General of Accounts’ Central Plan Scheme Monitoring System (CPSMS) serves 
as a common platform for routing DBT. It prepares the list of bene iciaries and processes payments in the 
account of the bene iciary Aadhaar Payment Bridge.

REQUIREMENTS FOR DBT

(Image: Vikaspedia)
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ENABLERS OF THE DBT SCHEME

 JAM Trinity: JAM trinity means linking the Jan Dhan accounts, mobile numbers, and Aadhaar cards of peo-
ple. This ensures proper targeting, elimination of frauds and ghost accounts and that money reaches the 
intended bene iciary. 

 Business Correspondents Infrastructure: Business Correspondents are retail agents employed by banks 
for providing banking services at locations other than a bank branch/ATM. 

 Payments Bank: Payment banks were created for furthering inancial inclusion by enabling the transfer 
of money through mobile phones. They cannot issue loans or credit cards. Payment banks help to spread 
inancial services to low-income households and small businesses as well as migrant workers. It operates 

in a secure technology-driven manner. 

 Mobile money: Mobile money refers to inancial transactions and services that can be carried out using a 
mobile device such as a mobile phone or tablet.

BENEFITS OF DBT

  The DBT has proved to be an ambitious and well-structured financial inclusion program that has been 
working to include all households within the fold of the formal financial network

 Today, it has 318 schemes of 53 central ministries spanning across different sectors, covering the vast ge-
ography of the country. 

 DBT has helped to remove leakages, ghost, or fake accounts and transfer funds to the genuine bene iciary.

 It has helped farmers tremendously by lowering the input costs on fertilizers and irrigation through pro-
grams like PM Kisan Samman Nidhi, and PM Krishi Sinchayi Yojana

 DBT has enabled social security in the nation through various scholarship schemes and the National Social 
Assistance Programme 

 It increases transparency in the system and the incidents of theft and loss of public resources.

CHALLENGES IN DBT

 Digital illiteracy: a large proportion of people in rural areas lack the digital literacy needed for the smooth 
working of DBT

 Exclusion: Aadhar registrations presently covers around 91% of the population. Since DBT is linked with 
Aadhar for the majority of the schemes, there is a need to improve Aadhar linkage to 100% so that no one 
is left out. 
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 Duplication: a recent Comptroller and Auditor General of India (CAG) audit on the functioning of the 
Unique Identi ication Authority of India (UIDAI) revealed that the Aadhaar database may contain identical 
biometric data for multiple citizens. This leads to duplication and crediting wrong accounts. 

WAY AHEAD

Despite the big population and vast size of the country, DBT has proved to be ef icient in targeting the 
intended bene iciaries and ensuring welfare through inancial support. It is expected to scale up fur-
ther and improve the ease of living for people. However, digital and inancial literacy, robust grievance 
redressal, enhancing awareness, and an empowering innovation system are some of the aspects that 
would require continued focus. This would ensure inclusive growth and development of the people 
and the nation. 

Saumya khedwal
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One nation, one law, demand for Uniform civil code

Prelims: Indian Polity and Governance

Mains: GS II: Indian Constitution—signi icant provisions etc.

         GS  II: Government policies and interventions for development in various sectors and issues 
arising out of their design and implementation.

Context 

 Center has suggested the supreme court put up a Uniform Civil  Code for its citizens  and that people  of 
different religions and denominations following different property and matrimonial laws is an “affront to 
nations unity ”before the 22nd  law commission

What is article 44 of the Indian constitution?

  Article 44 is a DPSP which means Directive principles  of states policies

 This article of the Indian constitution de ines the Uniform Civil Code.

 This article states  that ‘The State shall endeavour to secure for the citizens a Uniform Civil Code throughout 
the territory of India.’

About the Uniform Civil Code

 A collective set of governing laws for every citizen without taking into consideration religion.

What is the Directive Principle of States (DPSP)?

 DPSP  are the kind of instructions/guidelines framed for the central as well as state governments. However,  
these are fundamental in the governance of the country, but they are non-justi iable.

Difference between Fundamental Rights and DPSP in India 

Fundamental Rights

 Negative since they prohibit the state from doing certain things

 Justiciable in nature
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 Aim: establishing political democracy

 Legal sanctions

 Do not require legislation for their implementation

 Courts are bound to declare a law invalid if they violate FRS

DPSP

 Positive since they compel states to take actions

 Non-justiciable in nature

 Aim: economic and social democracy

 Moral and political sanctions

 Requires legislation for their implementation

 Courts cannot declare a law invalid if they violate FRds

The history

 The idea of the Uniform Civil Code in India during the Colonial period, when in 1853 the  British  Govern-
ment gave its report, emphasizing the need for homogeneity in the codi ication of Indian laws relating to 
crimes, shreds of evidence and contracts, particularly the personal laws of Muslims and Hindu be kept 
outside of such codi ication.

 But, the 1st war of  Indian Independence which is famously known as the Sepoy Mutiny in 1857 gave a 
strong signal to the British to not change the social structure of India and also gave a lesson to respect the 
personal codes governing aspects of marriage, divorce, maintenance, adoption, and succession.

 The communal disharmony and hostility to the removal of personal laws, after the Indian  independence, 
against the backdrop of Partition, resulted in accommodating the UCC as a DPSP

 However, the makers of the Constitution tried to put  a Hindu Code Bill in the Parliament that included re-
forms  like women’s equal rights of inheritance, regrettably, they didn’t successful

 But on  5th September 2005, when the Hindu Succession (Amendment) Act, 2005 received assent from the 
President of India that the discriminatory provisions considering property rights in the Hindu Succession 
Act, 1956 were removed.

Need for Uniform civil code

  India being a secular country, needs a general law for all the citizens instead of laws based on different 
religious practices.

 Gender Justice: under religious law, women’s rights in India are limited be it Muslim or Hindu. Many prac-
tices regulated by religious tradition are at odds with the fundamental rights –guaranteed in the constitu-
tion of India 

 Cases like Saira Bano augured for the Uniform Civil Code.

Reform of Family Law report by 21st Law Commission of India on Article 44-

 The report states that the diversity of Indian culture can and should be celebrated, and speci ic groups or 
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weaker sections of the society must not be ‘in the process. Resolution of this con lict does not mean the 
abolition of difference, it said.

 The report states that

 The cultural diversity of India can and should be celebrated. However, particular groups, communities, or 
weaker sections of society should not be ‘dis-privileged’ in this process.

 Hence, the commission concluded, considering the discriminatory laws rather than giving Uniform Civil 
Code, which is not necessary nor Desirable at this point.

 The way forward may not be a Uniform Civil Code but the codi ication of all personal laws so that prejudic-
es and stereotypes in every one of them would come to light and could be tested on the anvil of Fundamen-
tal Rights guaranteed by the Constitution.

 The commission has already suggested certain amendments in personal laws including setting the mar-
riageable age for boys and girls at 18 years so that they may marry as equals, making adultery a ground of 
divorce for men and women and simplifying divorce procedures.

 Recommendations were also made to abolish polygamy by law.

Does India don’t have any Uniform Civil Code?

 In most civil matters, Indian Law does not follow a uniform code, such as

 Indian Contract Act,

 Civil Procedure Code,

 Sale of Goods Act,

 Transfer of Property Act,

  Partnership Act, Evidence Act etc.

 States, as well, have made put in many efforts and therefore in certain matters, there is diversity even under 
these secular civil laws.

Why UUC is not needed at this point? 

 The secularism of the nation cannot contradict the plurality widespread in the country.

 The cultural diversity of India cannot be compromised to the extent that our want for uniformity itself can 
turn out to be a  reason for threat to the territorial integrity of the nation.

 Constitutional Obstacle

 Article 25 of the Indian constitution, which gives the right of freedom to practice and propagate any reli-
gion gets into con lict with the concepts of equality enshrined under Article 14 of the Indian Constitution. 

Farhin
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Protecting India’s cyberspace from quantum techniques
Prelims: Current events of national and international importance.

Mains: GS  III: Awareness in the fields of IT, Space, Computers, robotics, nano-technology, bio-
technology and issues relating to intellectual property rights.

Context :

 Based on the article written by Arjun Gargeyas and Sameer Patil “Securing India’s cyber-
space from quantum techniques”  on The Indian Express

What is Cryptography?

 Cryptography is the art and science of converting ordinary plain text into unintelligible 
text and vice-versa.

 In this method, the data is sorted and transmitted in a particular way, so that the person for 
whom it is intended can read and process it. 

 Cryptography not only protects data from theft or alteration but can also be used for user 
authentication.

 It can ensure the con identiality and integrity of both data in transit as well as data at rest.

 It can also authenticate senders and recipients to one another and protect against repudi-
ation.

 In the present day, it is mainly based on mathematical theory and Computer science prac-
tice, but prior to this cryptography was another of encryption

Modern cryptography involves with:

 Con identiality –

No one can acknowledge the information

 Integrity –

 Information cannot be changed.

 Non-repudiation –

The sender cannot deny their  intentions in the transmission of the information at a later stage

 Authentication

 The sender and receiver can confirm each

 The science of Cryptography is used in various applications such as banking transactions 
cards, computer passwords, and e-commerce transactions.

The types of cryptographic techniques used in general.
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 1. Symmetric-key cryptography

 2. Hash functions.

 3. Public-key cryptography

Symmetric-key Cryptography:

 A single is shared between the sender and the user.

 The key used by the sender is to encrypt plain text and send the coded text to the receiver.

 On the other side, the receiver uses the same key to decode the encrypted message and 
recover the plain text.

Public-Key Cryptography:

 In the last 300-400 years, this is the most inventive idea.

 In this cryptography process, two related keys are used they are public and private keys.

 The public key can be freely distributed, while coupled private key, remains a secret.

 The public key is used for encryption and for decryption private key is used.

Hash Functions:

 In this algorithm, no key is used.

 A ixed-length hash value is computed as per the plain text, making it impossible for the 
contents of the plain text to be recovered.

 Hash functions are also used by many operating systems to encrypt passwords.

What are the current encryption models with the Indian Army?

 The Indian Army is developing cryptographic techniques to make its networks resistant to 
attacks by systems with quantum capabilities.

 In 2019, the Centre af irmed  quantum technology as a “mission of national importance”.

 2020-21, Union Budget had put forward to spend Rs 8,000 crore on the newly launched 
National Mission on Quantum Technologies and Applications.

 In Feb 2022, A joint team of the Defence Research and Development Organisation and IIT 
Delhi successfully demonstrated a QKD link between two cities in UP, Prayagraj and Vind-
hyachal.

Indian Army needs the upgradation in the encryption model

 The Traditional encryption models of the Indian army are at risk.

  The recent encryption standards can be broken by quantum cryptography. There are 
increasing military applications of quantum technology.
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 India will have to dynamically deal with cyber risks arising from quantum computing ad-
vances by some nations in this sector.

 The US National Quantum Initiative Act has already allocated $1.2 billion for research in 
defence-related quantum technology. China now hosts two of the world’s fastest quantum 
computers.

 Another vulnerability is India’s dependence on foreign hardware, particularly from China.

 Two of the world’s fastest quantum computer is hosted by China now, which is a reason for 
concern for India

 India has so far experienced a barrage of attacks from state-sponsored hackers of China.

 These China’s headways in quantum computing supplemented the spectra of quantum cy-
ber attacks against India’s digital infrastructure

Quantum Technology

 This technology is based on the principles of Quantum mechanics

 This technology was developed in the early 20th century to set out nature at the scale of 
atoms and elementary particles.

 In the 1st stage of the revolution, this innovative technology has buildup the foundations 
of understanding the physical world and inspired ubiquitous inventions such as lasers and 
semiconductor transistors.

 The 2nd  stage of the revolution is currently underway with the goal of putting properties 
of quantum mechanics in the realms of computing.

What are quantum computers?

 These computers can empower machine learning by enabling AI programs to search 
through enormous datasets with respect to medical research, consumer behaviour, inan-
cial markets, etc.

 This computing system provides assistance to integrate data and quickly analyze and un-
derstand the patterns.

How to make India’s cyberspace resilient?

 To stand up the quantum cyber attacks India has very few capabilities in developing ad-
vanced systems.

Procurement of NSA Quantum Resistant Suite

 Our country can procure the United States National Security Agency’s (NSA) Suite B 
Cryptography Quantum-Resistant Suite as its of icial encryption mechanism.

 The NSA is developing new algorithms for their cypher suite that are resistant to quantum 
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cyberattacks, This can also facilitate India’s of icial transition to quantum-resistant algo-
rithms.

Emulating NIST cryptographic standards

 The Indian defence establishment can emulate the cryptographic standards set by the US’s 
National Institute of Standards and Technology (NIST).

 The NIST tools can handle quantum computer attacks and can use algorithms to frame 
a post-quantum cryptographic standard.

Focus on collaboration

 India can adopt these and start its national initiatives to develop quantum-resistant sys-
tems.

 The government can fund and encourage existing open-source projects related to 
post-quantum cryptography.

Active participation in the Open Quantum Safe Project, a global initiative started in 2016 
for prototyping and integrating quantum-resistant cryptographic algorithms.

Focus on Implementation and Indigenization

India should start implementing and developing capabilities in quantum-resistant communi-
cations, speci ically for critical strategic sectors.

Quantum Key Distribution (QKD’s) over long distances for connecting military outposts 
for sensitive communications, can be prioritized.

It will ensure secure communications whilst protecting key intelligence from potential quan-
tum cyberattacks.

Diplomatic partnerships with other “techno-democracies”

 India can use its diplomatic resources to establish partnerships with countries with top 
technology sectors, advanced economies, and a commitment to liberal democracy.

 It can help India pool resources and mitigate emerging quantum cyber threats.

Way forward:

 India should think about, procuring the United States National Security Agency’s Suite B 
Cryptography Quantum-Resistant Suite because of its of icial encryption mechanism.

 It is resistant to quantum cyber attacks.

 The Indian defence establishment can also consider emulating the cryptographic stan-
dards set by the US’s National Institute of Standards and Technology.

Farhin


